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DETAILED ACTION 



1. This action is responsive to the amendment filed on April 26, 2005. Claims 19 
and 26-30 are amended. Claims 1-30 are pending. Claims 1-30 represent network- 
aware policy deployment. 



2. Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a 
foreign country or in public use or on sale in this country, more than one year 
prior to the date of application for patent in the United States. 



3. Claims 1-4, 8, 9, 1 1, 13-17, 20, 21, 23, and 25-28 are rejected under 35 
U.S.C. 102(b) as being anticipated by Raab et al. U.S. 5,751967. 

Raab teaches the invention as claimed including method and apparatus for 
automatically configuring a network device to support a virtual network (see abstract). 

As to claim 1 , Raab teaches a policy management tool of a system comprising: 
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dynamic network information (column 6, lines 30-44, Raab discloses the process 
determines when end-station connectivity changes in the network system, and detects 
changes to configured policies); and 

a policy manager coupled to the model to manage deployment of at least one 
policy to a set of devices in a network based on the dynamic network information 
(column 6, lines 38-43, Raab discloses updating devices after changes in the network 
is detected; column 2, lines 19-2'2, Raab discloses a configuration policy circuit is 
provided to reconfigure devices upon modification of the topology). 

As to claims 2, Raab teaches the tool of the system of claim 1 wherein the policy 
manager comprises a policy to restrict certain types of traffic at multiple points within 
the network via a topology-based analysis of the network (figure 7, item 706; figure 5; 
column 9, lines 26-30, Raab discloses field 506 in figure 5 specifies whether members 
matching this policy are allowed as other members specified by the policy (i.e. 
"restricting certain types of traffic")). 

As to claim 3, Raab teaches the tool of the system of claim 1 wherein the policy 
manager comprises a policy to queue, buffer, or prioritize certain types of traffic at 
multiple points within the network based on an analysis of traffic found on various 
portions of the network (figure 7, item 707; figure 5; column 9, lines 36-45, Raab 
discloses field 507 specifying the priority field indicating the order in which policy 
entries within the table are evaluated). 

As to claim 4, Raab teaches the tool of the system of claims 1 wherein the policy 
manager comprises a policy to prioritize traffic, wherein the policy automatically selects 
the prioritization mechanism based on the protocol and/or media the traffic traverses 
(figure 7, item 707; figure 5; column 9, lines 36-45, Raab discloses field 507 specifying 
the priority field indicating the order in which policy entries within the table are 
evaluated). 
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As to claim 8, Raab teaches the tool of the system of claim 1 wherein the policy 
manager creates access control lists to control traffic through edge devices in the 
network based on a topology analysis of the network (column 6, lines 10-20, Raab 
discloses a network manager (i.e. "the policy manager") may specify that all end- 
stations having predetermined media access control address within a specified range 
are member of the same VLAN). 

As to claim 9, Raab teaches the tool of the system of claim 1 wherein the 
dynamic network information comprises a network topology, network statistical 
information, or network traffic information (column 6, lines 24-27, Raab discloses 
displaying the physical configuration of the network (topology)); 

As to claim 1 1 , Raab teaches the tool of the system of claim 1 wherein the policy 
manager comprises a policy to selectively configure a set of devices based on an 
analysis of the traffic processed by the set of devices (column 7, lines 43-52, Raab 
discloses configuration puller 403 generates a list of end-stations requiring evaluation, 
an this list is passed to a policy evaluation module, which processes each end-station 
and determine which device need to be reconfigured). 

As to claim 13, Raab teaches a method, comprising: 

applying dynamic network information to a policy manager (column 6, lines 30- 
44, Raab discloses the process determines when end-station connectivity changes in 
the network system, and detects changes to configured policies); and 

mapping a policy to a set of devices in the network based on the 
dynamic network information (column 6, lines 38-43, Raab discloses updating devices 
after changes in the network is detected; column 2, lines 19-22, Raab discloses a 
configuration policy circuit is provided to reconfigure devices upon modification of the 
topology). 
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As to claim 14, Raab teaches the method of claim 1 wherein the policy manager 
comprises a policy to restrict certain types of traffic at multiple points within the network 
via a topology-based analysis of the network (figure 7, item 706; figure 5; column 9, 
lines 26-30, Raab discloses field 506 in figure 5 specifies whether members matching 
this policy are allowed as other members specified by the policy (i.e. "restricting certain 
types of traffic")). 

As to claim 15, Raab teaches the method of claim 13 wherein the policy manager 
comprises a policy to queue, buffer, or prioritize certain types of traffic at multiple points 
within the network based on an analysis of traffic found on various portions of the 
network (figure 7, item 707; figure 5; column 9, lines 36-45, Raab discloses field 507 
specifying the priority field indicating the order in which policy entries within the table 
are evaluated). 

As to claim 16, Raab teaches the method of claim 13 wherein the policy 
manager comprises a policy to queue traffic in devices in the network based on priority 
(figure 7, item 707; figure 5; column 9, lines 36-45, Raab discloses field 507 specifying 
the priority field indicating the order in which policy entries within the table are 
evaluated). 

As to claim 17, Raab teaches the method of claims 13 wherein the policy 
manager comprises a policy to prioritize traffic, wherein the policy automatically selects 
the prioritization mechanism based on the protocol and/or media the traffic traverses 
(figure 7, item 707; figure 5; column 9, lines 36-45, Raab discloses field 507 specifying 
the priority field indicating the order in which policy entries within the table are 
evaluated). 
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As to claim 20, Raab teaches the tool and the method of claims 1 and 13 wherein 
the policy manager creates access control lists to control traffic through edge devices 
in the network based on a topology analysis of the network (column 6,lines 10-20, 
Raab discloses a network manager (i.e. "the policy manager") may specify that all end- 
stations having predetermined media access control address within a specified range 
are member of the same VLAN). 

As to claim 21 , Raab teaches the tool and the method of claims 1 and 1 3 wherein 
the dynamic network information comprises a network topology, network statistical 
information, or network traffic information (column 6, lines 24-27, Raab discloses 
displaying the physical configuration of the network (topology)); 

As to claim 23, Raab teaches the method of claim 13 wherein the policy manager 
comprises a policy to selectively configure a set of devices based on an analysis of the 
traffic processed by the set of devices (column 7, lines 43-52, Raab discloses 
configuration puller 403 generates a list of end-stations requiring evaluation, an this list 
is passed to a policy evaluation module, which processes each end-station and 
determine which device need to be reconfigured). 

As to claim 16, Raab teaches the method of claim 13 wherein the policy 
manager comprises a policy to queue traffic in devices in the network based on priority 
(figure 7, item 707; figure 5; column 9, lines 36-45, Raab discloses field 507 specifying 
the priority field indicating the order in which policy entries within the table are 
evaluated). 

As to claims 25, Raab teaches an article of manufacture in a system comprising: 
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Model a topology of a network (column 6, lines 24-27, Raab discloses displaying 
the physical configuration of the network (topology)); 

Detect a change in the topology of the network (column 11, lines 43-46, Raab 
discloses an automatic process which detects changes to the topology); 

Apply dynamic network information including the change in the topology of the 
network to a policy manager (column 6, lines 30-44, Raab discloses the process 
determines when end-station connectivity changes in the network system, and detects 
changes to configured policies); and 

Map a policy to a set of devices in the network based on the detected change in 
the topology of the network (column 6, lines 38-43, Raab discloses updating devices 
after changes in the network is detected; column 2, lines 19-22, Raab discloses a 
configuration policy circuit is provided to reconfigure devices upon modification of the 
topology). 

As to claim 26, Raab teaches the article of manufacture in the system of claim 25 
wherein the policy manager comprises a policy to restrict certain types of traffic at 
multiple points within the network via a topology-based analysis of the network (figure 
7, item 706; figure 5; column 9, lines 26-30, Raab discloses field 506 in figure 5 
specifies whether members matching this policy are allowed as other members 
specified by the policy (i.e. "restricting certain types of traffic")). 

As to claim 27, Raab teaches the article of manufacture in the system of claim 25 
wherein the policy manager comprises a policy to queue, buffer, or prioritize certain 
types of traffic at multiple points within the network based on an analysis of traffic found 
on various portions of the network (figure 7, item 707; figure 5; column 9, lines 36-45, 
Raab discloses field 507 specifying the priority field indicating the order in which policy 
entries within the table are evaluated). 
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As to claim 28, Raab teaches the article of manufacture in the system of claim 25 
wherein the policy manager comprises a policy to prioritize traffic, wherein the policy 
automatically selects the prioritization mechanism based on the protocol and/or media 
the traffic traverses (figure 7, item 707; figure 5; column 9, lines 36-45, Raab discloses 
field 507 specifying the priority field indicating the order in which policy entries within 
the table are evaluated). 



4. Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed 
or described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject matter 
as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall 
not be negatived by the manner in which the invention was made. 



5. Claims 5, 6, 10, 18, 19, 22, 29 and 30 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Raab et al. U^S. 5,751 967 in view of Craddock U.S. 6,351 ,771 . 

Raab teaches the invention substantially as claimed including method and 
apparatus for automatically configuring a network device to support a virtual network 
(see abstract). 

As to claims 5, 18 and 29, Raab teaches the tool of the system, the method and 
the article of manufacture in the system of claims 1,13 and 25. 
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Raab fails to teach explicitly a policy to monitor response time of content transfer 
between one or more primary servers and a device in the network and replicate 
content of the primary servers to at least one other server when the content time of a 
primary server exceeds a predetermined metric. 

However, Craddock teaches distributed service network system capable of 
transparently converting data formats and selectively connecting to an appropriate 
bridge in accordance with clients characteristics identified during preliminary 
connections. Craddock teaches a policy to monitor response time of content transfer 
between one or more primary servers and a device in the network and replicate 
content of the primary servers to at least one other server when the content time of a 
primary server exceeds a predetermined metric (column 6, lines 5-14, Craddock 
discloses the determination of whether to replicate the personal agent is based upon a 
suitable preselected quality of service metric and can include a consideration of the 
length of the time the user is expected to require access to the data at the local region). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Raab in view of Craddock to provide a policy to monitor response 
time of content transfer between one or more primary servers and a device in the 
network and replicate content of the primary servers to at least one other server when 
the content time of a primary server exceeds a predetermined metric. One would be 
motivated to do so to provide better performance achievement through distributing file 
read operations among file system replicas. 

As to claims 6, 19 and 30, Raab teaches the tool of the system, the method and 
the article of manufacture of claims 1,13 and 25 wherein the policy manager 
comprises a policy to monitor the performance of one of more servers (column 6, lines 
32-35, Raab discloses the virtual auto-configuration monitors the configuration of the 
network, via examination of topology tables, and determines physical connectivity of 
VLAN devices). 
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Raab fails to teach explicitly replicate content of the primary servers to at least 
one other server when the performance metrics of a primary server exceeds a 
predetermined value. 

However, Craddock teaches replicate content of the primary servers to at least 
one other server when the performance metrics of a primary server exceeds a 
predetermined value (column 6, lines 5-14, Craddock discloses the determination of 
whether to replicate the personal agent is based upon a suitable preselected quality of 
service metric and can include a consideration of the length of the time the user is 
expected to require access to the data at the local region). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Raab in view of Craddock to provide the policy manager comprises 
a policy to monitor the performance of one or more primary servers and replicate 
content of the primary servers to at least one other server when the performance 
metrics of a primary server exceeds a predetermined value. One would be motivated to 
do so to provide better performance achievement through distributing file read 
operations among file system replicas. 

As to claims 10 and 22, Raab teaches the tool of the system and the method of 
claims 1 and 13. 

Raab fails to teach explicitly a policy to replicate content of a first device to a 
second device when the content response time of the first device exceeds a 
predetermined metric. 

However, Craddock teaches a policy to replicate content of a first device to a 
second device when the content response time of the first device exceeds a 
predetermined metric (column 6, lines 5-14, Craddock discloses the determination of 
whether to replicate the personal agent is based upon a suitable preselected quality of 
service metric and can include a consideration of the length of the time the user is 
expected to require access to the data at the local region). 
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It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Raab in view of Craddock to create a policy to replicate content of a 
first device to a second device when the content response time of the first device 
exceeds a predetermined metric. One would be motivated to do so that better 
performance can be achieved through distributing file read operations among file 
system replicas. 



6. Claims 7, 12 and 24 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Raab etal. U.S. 5,751967 in view of Chung et al. U.S. 6,266,781. 

Raab teaches the invention substantially as claimed including method and 
apparatus for automatically configuring a network device to support a virtual network 
(see abstract). 

As to claim 7, Raab teaches the tool of the system of claim 1 . 

Raab fails to teach explicitly the policy manager comprises a policy to monitor the 
health of one or more primary servers in the network, to replicate content of the primary 
servers to at least one other server when a primary server experiences a fault, and to 
configure the other server to emulate the primary server. 

However, Chung teaches method and apparatus for providing failure detection 
and recovery with predetermined replication style for distributed applications in a 
network. Chung teaches a policy to monitor the health of one or more primary servers in 
the network, to replicate content of the primary servers to at least one other server when 
a primary server experiences a fault, and to configure the other server to emulate the 
primary server (column 3, lines 16-29). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Raab in view of Chung to create a policy to monitor the health of one 
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or more primary servers in the network, to replicate content of the primary servers to at 
least one other server when a primary server experiences a fault, and to configure the 
other server to emulate the primary server. One would be motivated to do so to allow 
each application module running on that host computer is individually failure-protected 
in accordance with its registered replication style and degree of replication (see 
abstract). 

As to claims 12 and 24, Raab teaches the tool of the system and the method of 
claims 1 and 13. 

Raab fails to teach a policy to replicate content of a first device to a second 
device when the first device experiences a fault and to configure the second device to 
emulate the first device. 

However, Chung teaches a policy to replicate content of a first device to a 
second device when the first device experiences a fault and to configure the second 
device to emulate the first device (column 3, lines 16-29). 

It would be obvious to one of ordinary skill in the art at the time of the invention to 
modify Raab in view of Chung to create a policy to replicate content of a first device to a 
second device when the first device experiences a fault and to configure the second 
device to emulate the first device. One would be motivated to do so to allow each 
application module running on that host computer is individually failure-protected in 
accordance with its registered replication style and degree of replication (see abstract). 



7. Response to Arguments 

Applicant's arguments with respect to claim 1-30 have been considered but are 
moot in view of the new ground(s) of rejection. 
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8. Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to El Hadji M Sail whose telephone number is 571-272- 
4010. The examiner can normally be reached on 8:00-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on 571-272-4001. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-4010. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



El Hadji Sail 
Patent Examiner 




